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Presentation Overview

1. Basic Non-technical explanation of Meshtastic

2. LoRa based solutions: For wider context in the business & consumer users
3. Explanation & visuals of its underlying waveforms: LoRa

4. Meshtastic: Basic getting started & purchasing guide

5. Decentralized Communications: Facts & Fiction

6. Technical Dissection: Limitations of easily acquirable LoRa (Meshtastic) “Stuff”



(1) What is Meshtastic




(1) What is Meshtastic

Look at Etsy and 3D printer sites.

Many different styles for different uses!

-

LILYGO® T-Keyboard




(1) What is Meshtastic?

® Moeshtastic is composed of open source software and the hardware
capable of running the Meshtastic software to enable local
communications at low cost. Look for: HELTEC, TTGO, RAK Wireless,

etc

® Meshtastic has a very large community of developers and has drawn
on a community of people from other projects to help make
Meshtastic the best LoRa based communications device ecosystem
globally for non-commercial users.




(1) What is Meshtastic?

® Meshtastic uses unlicensed and shared licensed spectrum around the
world to offer license free situational communications capability which
does NOT require a monthly service fee.

® The laws of physics are NOT able to be broken. Better antennae, line
of sight and densified users still needed for success. It will be very
(very) hard for Meshtastic to be ubiquitous like a mobile carrier
network.



(2) What is LoRa: Compared to other air
interfaces
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(2) What is LoRa?: Basic Points

e Patented in 2014 by Cycleo, Inventor of “Spread Spectrum” Communications
soon after to be acquired by e e
Semtech. 1= ies

® LoRais short for “Long Range
Radio (But this is very
misleading)

® LoRais based on “Chirp Spread
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(2) What is LoRa?: Basic Points

Inventor of “Spread Spectrum” Communications

® Benefit of CSS based
communications is rapid
information rich data sharing
over wide spectrum at
tremendous time savings
compared to narrow modes.

Hedy Lamarr

rlying agy
ound in LoRa based

e There are many ways to optimize
a LoRa signal depending on your
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(3) Let's talk about spectrum

ISM = Industrial, Science, Medical = Mostly unlicensed spectrum or spectrum which is

shared with licensed users, but the ISM devices aim to only cover short ranges or
infrequent transmissions. Many so called “loT” devices can be users of ISM spectrum.

Common ISM Spectrum

315/433 868(EU)/915(US)

US Amateur Radio = 420-450 MHz (Highly used) e US Amateur Radio = 902-928 MHz (Very under used)
O ITU Region 1ISM = 902-928 MHz

O ITU Region 1 ISM =433.05-434.79 MHz
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(3) What is LoRa: Underlying Terms (Examples)

Spread Factor (SF) Bandwidth (BW) Coding Rate (CR) Reach/Distance Time On Air

12 125 4/5 Better Medium

12 250 4/5 Medium Less

10 125 4/5 Worst Less

10 250 4/5 Better Medium

9 250 4/5 Medium-High Medium-Low

9 500 4/5 Medium Medium
Symbol separation How wide signalis | Speed of symbols sent Benefit Transmission length




*SHORT_FAST" (Fastest, highest bandwidth, lowest airtime, shortest range)
* SHORT_SLOW®

* MEDIUM_FAST"

T What does LoRa look

like? Let's find out!!

*LoNG_FAST" (Default) L.
All transmissions are the

. . words “test message”
LONG_MODERATE

* LONG_SLOW™

*VERY_LONG_SLOW™ (Slowest, lowest bandwidth, highest airtime, longest range. Not recommended for regular usage as does not form

meshes well and is unreliable)




(2) Downside of LoRa

LoRa is proprietary, not an open standard like 802.11 or Bluetooth.

The LoRa modulation scheme is patented and was kept secret, but was eventually
reverse-engineered.

Open source software-defined radio LoRa implementations exist, but the legality is
questionable.

Reverse engineering doesn't turn proprietary tech into open tech.



Meshtastic using Open Standard RF

Meshtastic could be modified to use a non-LoRa open standard RF layer.
There is no open standard that provides all of what LoRa provides.

|IEEE 802.11ah is faster than LoRa and provides similar range, but is expensive ($27
for the transceiver).

Frequency shift keying (FSK) radios are inexpensive ($1) but they don't provide the
range that LoRa provides. Naive FSK is more vulnerable to interference than LoRa.



Peer-to-Peer Mesh Communication
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Trick: Nodes that received a weak signal rebroadcast more eagerly.




Meshtastic Node Hardware N
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Simple Use Case #1: Basic Off-Grid Messaging

e No network needed. Not cellular. Not Wi-Fi. Not Bluetooth. Just Meshastic!
® Message from one device to another. Each device has its own unique ID.

@ Can set a pre-shared key. Allows only those with key to message each other.
e |f no pre-shared key, allows anyone on channel to message each other.

e This is the most basic use case. No fiddling around with any settings.



Meshtastic Software Modules

Those highlighted may have impacts on ability to deliver messages to a wider group reliably via mesh

e Ambient Lighting Adjust the brightness of NCP5623 |2C RGB LEDs

e Audio Enable Support for Codec2 Voice Comms on certain devices.

e Canned Message Set a number of predefined messages to send out

e Detection Sensor Monitored a pin for high/low status and send text alerts.

e External Notification Incoming messages are able to alert you using LEDs, Buzzers, etc.

e MOTT Forward to an MQTT server, possibly to join meshes via
the Internet.

e Neighbor Info Send info on 0-hop neighbors to the mesh.

e Paxcounter Count the number of BLE and Wifi devices passing by a node.

e Range Test Send messages at an interval to test the max distance

e Remote Hardware Set and read a GPIO status remotely over the mesh.

e Serial Module Send messages across the mesh by sending strings over a serial port.

e Store & Forward Store messages on a device for delivery after clients rejoin the mesh.

e Telemetry Transmit sensor readings on a regular interval to the mesh.

e Traceroute Track which nodes are used to hop a message to a certain
destination.



Simple Use Case #1: Basic Off-Grid Messaging

34b0 Messages: Meshtastic 2ff4

What is this demo?

® Meshtastic 3400 .36 m
Navigation ©  hello kingston

e - Device #1 - 34b0 - AHELTEC V3
- —_— connected via BT to a smartphone
P (I have a way to share my
Ch"°°| smartphone screen on my

$ e computer for this demo purpose

Nodes using MS PhonelLink). App running
e is the Android Meshtastic
application.

Device #2 - 2ff4 - A laptop
connected with a USB-C wire to
another HELTEC V3,
communicating via serial. Running
the web client, which is OS
agnostic.



http://drive.google.com/file/d/1qoLBfpSRexZZW1YeC7j0SnIQe2Ey8ZDK/view

Simple Use Case #1: Basic Off-Grid Messaging

3 helpful questions for
reliable “Public” messaging.

Q1 - Why is it a good idea to
NOT use a pre-shared key on
Primary channel?

Q2 - Why is it a good idea to
NOT name your primary
channel?

Q3 - Why is it a good idea to
leave uplink/downlink to
MQTT DISABLED on
“Primary”?




Simple Use Case #1: Basic Off-Grid Messaging

Channel: Primar Y

3 helpful answers for
reliable “Public” messaging.

Prima

Al - Having a pre shared key
RRRRRRR prevents others without a key
from participating in chat.

A2 - Having a primary channel
name may prevents others
from finding nodes.

A3 - No MQTT will offer true
chat range and not potential
non human devices to clog up
basic communications.

Submit



Simple Use Case #1: Basic Off-Grid Messaging

Channel: Primar Y

3 helpful questions for reliable
“Semi-Public” messaging.

Prima

Q1 - Is it ok to use a pre shared
“““““““ key on a secondary “semi-
public” channel?

Q2 - What should a secondary
channel be used for? How to
name one?

Q3 - How should MQTT be
used for a secondary channel?

Submit



Simple Use Case #1: Basic Off-Grid Messaging

Channel: Primary

3 helpful answers for reliable
“Semi-Public” messaging.

Primary Kingston

Channel Setting|
Crypto, MGTT & misc

Al - Itis ok to use a pre-shared
key to help limit who can access a
channel. It acts as security.

Role

A2 - Name a channel that is clear
and simple. A location or topic is a
good idea.

Uplink Enabled

A3 - Since an area or topic may be

good to reach a wider audience
who is already on Meshtastic,
MQTT may help with range/value.




Simple Use Case #2: GPS Enabled Location Share

Use Case: Meshtastic node with GPS
allows others to see where on map or
OLED screen for each node is located in
real time.

Rachargeable Lipo Battery

LP103454

FHem= [gen o i

Made n China.

3.7V 2000mAh 7.4Wh
oo

A Do not disassemble, crush, puncture,
damage or drop.  fe ‘anrm

S—

How: Heltec V3 (B) with Meshastic
installed powered by LiPo battery (C).
Radio Config: Enable GPIO pins for GPS (D)
under “config >> position”.




Simple Use Case #3: Meshed Off-Grid Messaging

Use Case: Detect when “Zombies” enter
your area and node blinks an IR light (A)
plus send the location of the node so others
nearby via Meshtastic know where the

— “zombies” are.

How: Heltec V3 (B) with Meshastic installed powered
by LiPo battery (C). Radio Config: Enable GPIO pins
for GPS (D) under “config >> position”. Module
Config: Enable under Detection Sensor (E) with
appropriate GPIO and setting parameters. IR light gets
triggered in evening can only be seen by those with IR
camera or those with Meshtastic node on the correct
channel. Sends automated friendly message to others.

EEmS‘ KCEM DT
Made Rechargeable Lipo Battery

in China

LP103454
3.7V 2000mAh 7.4Wh

A\ Do not disassemble, crush, bum, puncture,
mage or Grop. e




Simple Use Case #4: MQTT Enabled Things

What is MQTT? - Great for sending telemetry (from sensors as example)

MQIT Client

Publisher: Temperature Sensor

Publish: 24°C > Subscriber:
< Mobile device
Subscribe to topic: temperature
@
=  Publish to topic: temperature

MQTT Broker

Publish: 24°C

@ wn

Publish: 24° C

' MQTT Client
Subscribe to topic: temperature Subscriber:
Backend system

A separate discussion to explore primary and secondary channels is a good idea
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