902 to 928 MHz: What Fits In Where and Why
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ISM-915.0 + 13 MHz
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WHY ARE WE TALKING ABOUT 902 TO 928 MHZ?

0 Amateur "Ham" Radio is NQOT as important as we all may think in 2024, VERY NOT IMPORTANT!I

O Latest "potential” spectrum to likely be adjusted which is currently shared & accessible to amateur radio users.

SURVEY TIME!
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WHO WAS BORN AFTER THE YEAR 19857

SHOW OF HANDS | WRITTEN RESULTS

« FCC officially grants amateur radio access to the 33cm band on secondary basis, in 1985.

* |TU created this band (902-928 MHz) as a global allocation from the WRC 1979 Conference outcomes.
« Was offered as a “potential” replacement should the 23cm band be taken away from amateurs (1215-1240 MHz then)
* QOriginally allocated in 1947, it was 1215-1300 MHz
« |t was not “all” taken away (1979) but is under constant attack (2024).
* We now have 1240-1300 MHz though in USA as amateurs and around the world.
« Relevant to this presentation. 23cm is under attack! ARRL & Friends fighting off the $$ world with toothpicks!
* Have a look at FCC Part 18 ISM (Industrial, Scientific, Medical) for more specifications/rules for 902-928 MHz.

« Not to be confused with FCC Part 15 (cordless phones, some earlier versions of Wi-Fi, lots of other stuff)
but still important to this presentation goal. Part 97 and 95 cover other important things for us radio people.
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HISTORY OF THINGS - FCC PERMITTED/CERTIFIED DEVICES - 902-928 MHZ EXACTLY

1000

900

*Period based on presentation preparation time

FCC Approved 902-928 MHz Full Spectrum Devices Data sourced from FCC OET and compiled by Steve Bossert
(Period 9/28 to 9/29, Each Year, 1985-2024)

1,409 Devices!

—Full Spectrum

* These are LICENSED devices

Devices
800 .
* The LICENSE HOLDER can program devices
700 —Full Spectrum to the granted frequencies.
Cumulative
600 * Much higher power (>2W) than UNLICENSED devices
oua « Commercial Markets earlier than consumer usually.
400 . .
ISM related Part 18 changes Innovations & volume cost reductions
200 & indstry innqvations Driven mostly by active RFID related applications
200
o LoRa related innovations
0
1980 1985 1990 1995 2000 2005 2010 2015 2020 2025
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HISTORY OF THINGS - FCC PERMITTED/CERTIFIED DEVICES - 902-928 MHZ CAPABLE
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FCC Approved 902-928 MHz Limited Spectrum Devices *Period based on presentation preparation time
(Period 9/28 to 9/29. Each Year, 1985-2024) Data sourced from FCC OET and compiled by Steve Bossert

Limited Spectrum
Devices Limited Spectrum = A few hundred kHz

25519 Devices!  oronly a few MHz accessibility and under a few mW

—Limited Spectrum
Cumulative

912.5-918.5 MHz only 915 MHz Only
flowlQ® 2200 & 3200 (or so they say)

Installation guide - Cellular

How many of each do you think are man
Yes, that is A LOT of devices/

ISM related Part 18 changes
& industry innovations

y 3

/ /’ Consumer lol Smart Home Boom!

—

1985 1990 1995 2000 2005 2010 2015 2020 2025

&
* These are UNLICENSED devices low power

* The manufacturer limits to certain frequencies
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HISTORY OF THINGS - FCC PERMITTED/CERTIFIED DEVICES - 902-928 MHZ CAPABLE
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FCC Approved 902-928 MHz Limited Spectrum Devices

(Period 9/28 to 9/29, Each Year, 1985-2024)

Limited Spectrum
Devices

25,519 Devices

—Limited Spectrum
Cumulative

How many of each do you think are man
Yes, that is A LOT of device

ISM related Part 18 changes
& industry innovations

1985 1990 1995 2000 2005 2010 2015
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*Period based on presentation preparation time
Data sourced from FCC OET and compiled by Steve Bossert

Released 2011: Alinco DJ-G29
220 & 900 Band Only
No other "ham” purpose only radios ever made

GENERAL

Receive Frequency
Transmit Frequency
Frequency Stability

DJ-G29T Specifications

216-249.995 MHz, 902-927.995 MHz
222-224,995 and 902-927.995 MHz
= 2.5 ppm (-10° to +60°C_)

Antenna Impedance 50 ohm unbalanced
Supply Voltage DC 13.8V rated (9 min to 16V max)
Ground Negative Ground

Transmit Current Consumption (@13 VDC) 1.7 Amps max

Receive Current Consumption (@13 VDC) 120 mA (56 ma battery save)
Operating Temperature Range -10° to +45°C.

Dimensions (w/o projection) 24x417x 1.5 inches (61x106x38 mm)

OET Exhibits List

14 Matches found for FCC ID PH3DI-G29T

View Attachment Exhibit Type Date Submitted to FCCDisplay TypeDate Available
Attestation StetementAttestation Statements11/21/2011 pdf 11/21/2011
Agency Letter Cover Letter(s) 11/21/2011 pdf 11/21/2011
Confidentiality Letter Cower Letter{s) 11/21/2011 pdf 11/21/2011
External Photos External Photos 11/21/2011 pdf 11/21/2011
Label and Location ID Label/Location Info 11/21/2011 pdf 11/21/2011
Test Report Test Report 11/21/2011 pdf 11/21/2011
Test Setup Photos Test Setup Photos 11/21/2011 pdf 11/21/2011
User Manual 1 Users Manual 11/21/2011 pdf 11/21/2011
User Manual 2 Users Manual 11/21/2011 pdf 11/21/2011
User Manual 3 Users Manual 11/21/2011 pdf 11/21/2011
User Manual 4 Users Manual 11/21/2011 pdf 11/21/2011
User Manual 5 Users Manual 11/21/2011 pdf 11/21/2011
User Manual & Users Manual 11/21/2011 pdf 11/21/2011
User Manual 7 Users Manual 11/21/2011 pdf 11/21/2011

PRESENTER DETAILS: www-hvdn.org/presentations



LAST TWENTY YEARS ONLY -

Grant Date 1/1/2004 to 9/26/2024 | Frequency Assigned = 902 to 928

Licenses Granted
58
a14
78
650

Radio Service Description

CN PCS Narrowband

LN 902-928 MHz Location Narrowband (Mon-Multilateration)

LS Location and Monitoring Service, Multilateration [LMS)

Total

Organization Licenses
UMION PACIFIC RAILROAD COMPANY 83
Progeny LMS, LLC 78
Space Data Radio LLC 49
BNSF Railway Co. 36
BNSF Railway Co 34
FLORIDA, STATE OF 34
C3X Transportation Inc 29
GTC SPECTRUM CORPORATION 29
MNorfolk Southern Railway Company 27
Archer Daniels Midland Company 21
COBREGON, STATE OF, DEPT. OF TRANS. 18
Texas, state of, Texas Dept. of Transportation 17
MORTH TEXAS TOLLWAY AUTHORITY 11
CENTRAL FLORIDA EXPRESSWAY AUTHORITY 9
Dallas Fort Worth International Airport 8
HARRIS COUNTY TOLL ROAD AUTHORITY 7
WASHINGTOM, STATE OF: Department of Transportation 7
WASHINGTON, STATE OF; Department of Transportation 7
GRAND TRUNK WESTERN RAILROAD COMPANY 6
PORT AUTHORITY OF NEW YORK AND NEW JERSEY b
TOP 20 LICENSE HOLDERS (79.3%) 516
TOTAL LICENSES 650
Material Current As 0f: 9/29/2024

LICENSED CURRENT US ACTIVE USERS OF 902-928 MHZ

NOT “HA" and not "HV’l

HA = Amateur Radio Service
HV = Vanity Service

921.750-9277.250 & 927.250-927.5000. ECC Service LS.
ARRL tells us about NextNav... but what about Progeny?

BOTH ARE CURRENTLY IN FCC REVIEW AS OF NOW

901.950-902.000 & 930.800-930.850 (Nearby neighbor)
+ another 2 license holders with 2 each. FCC Service CN.

All other licenses are FCC Service LN.
More details later. ~50 different frequencies

Anything NOT listed are FCC Part 97, Part 95 & Part 18, etc. users

and we have to deal with any interference etc!
PRESENTER DETAILS: www-.-hvdn.org/presentations



WHO HAS TRANSMITTED “ANYTHING"” USING THIS SPECTRUM TO DO

ANYTHING IN THE LAST 12 MONTHS?

Only officially licensed and example unlicensed use is shown.
This is not 100% spectrum utilization shown but comes close.
It is also not to be to scale and band plan specific for HA people.

PROPOSED - NextNav Pronosed Unlink Band for PNT
MeshTastic (104 Channels SF11BW250. Default #20 = 906.875)
HAM INPUTS 3 TTN Up (8 channels - SF7BW125 - SF9BW125 + 1 channel SF8BW500)

Older Cordless Phones [l & Stuff Older Cordless Phones & Stuff

i weansiona, 10 1

All other random ISM based devices (harrow or CSS based like AMI/AMR, + Garmin OnDeck & Dog Tracking and many many other things

PROPOSED - NextNav

MeshTastic (104 Channels SF11BW250. Default #20 = 906.875)
HAM MIXED MODE (ATV/DATV/SS

All other random ISM based devices (narrow or CSS based like AMI/AMR, + Garmin OnDeck & Dog Tracking and many many other things

911.250 SF7BW125
Material Current As 0f: 9/29/2024 I PRESENTER DETAILS: www-.-hvdn.org/presentations



IN LAST TWO YEARS ONLY -

Grant Date from 9/26/2022 to 9/26/2024 | Frequency Assigned = 915

Organization

UNION PACIFIC RAILROAD COMPANY

BNSF Railway Co.

BNSF Railway Co

GTC SPECTRUM CORPORATION

Archer Daniels Midland Company

CSX Transportation Inc

OREGON, STATE OF, DEPT. OF TRANS.

Texas, State of, Texas Dept. of Transportation
WASHINGTON, STATE OF; Department of Transportation
CENTRAL FLORIDA EXPRESSWAY AUTHORITY
GRAND TRUNK WESTERN RAILROAD COMPANY
Long Island RailRoad

MNew York State Thruway Authority

LOUISVILLE GAS AND ELECTRIC COMPANY

Phoenix, City of

Transurban (USA) Operations Inc.

Austin, City of

Autopistas de Puerto Rico

Cemexinc

GENERAL MOTORS RESEARCH CORPORATION
MARYLAND TRANSPORTATION AUTHORITY

MEW YORK STATE BRIDGE AUTHORITY

PORT AUTHORITY OF NEW YORK AND NEW JERSEY
RALEIGH-DURHAM AIRPORT AUTHORITY

Siena Community Association

Stathera LLC

Walt Disney Parks and Resorts U.S., Inc.
Washington State of: Department of Transportation
WASHINGTON, STATE OF, Deparatment of Transportation
WASHMNGTON, STATE OF: Department of Transportation
Total

Material Current As Of:

~ Licenses -}
83
39
34
29
21
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300

9/29/2024

LICENSED USERS OF 915.000 MHZ- UNITED STATES

\

|

Rail related RFID is the biggest licensed user in North America and its growing
for all related logistics plus all the support devices on roads, rails, maritime
and air transport hubs. (Video Attribution: Condensed from Transcore marketing materials)
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WHO HAS TRANSMITTED “ANYTHING" USING THIS SPECTRUM TO DO

ANYTHING IN THE LAST 12 MONTHS?

Only officially licensed and example unlicensed use is shown.
This is not 100% spectrum utilization shown but comes close.

SHOW OF HANDS | WRITTEN RESULTS
It is also not to be to scale and band plan specific for HA people.
912 MHz 913 MHz 914 MHz 915 MHz 916 MHz

MeshTastic (104 Channels SF11BW250. Default #20 = 906.875)

L JL @L L gL @L
NENEN NENEN

All other random ISM based devices (harrow or CSS based like AMI/AMR, + Garmin OnDeck & Dog Tracking and many many other things

917 MHz 918 MHz 919 MHz 920 MHz 921 MHz

Progeny

MeshTastic (104 Channels SF11BW?250. Default #20 = 906.875)

L JL @L L gL gL L gL @L L gL gL L L gL
NENEN NENEN N N I N N NENEN

All other random ISM based devices (narrow or CSS based like AMI/AMR, + Garmin OnDeck & Dog Tracking and many many other things
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223.7K

Messages today Certified developers Members

Material Current As 9/29/2024

US902-928

Used in USA, Canada and South America
Uplink:

1.903.9 - SF/BW125 to SF10BW125
2.904.1-5F7BW125 to SF10BW125
3.904.3-SF7BW125 to SF10BW125
4.904.5-SF7BW125 to SF10BW125
5.904.7 - SF7BW125 to SF10BW125
6.904.9 - SF7BW125 to SF10BW125
7.905.1-5F7BW125 to SF10BW125
8.905.3-5F7BW125 to SF10BW125
9.904.6 - SFEBWS00

Downlink:

1.923.3- SF7BW500 to SF12BW500 (RX1)
2.923.9 - SF7BW500 to SF12BW500 (RX1)
3.924.5 - SF7BW500 to SF12BW500 (RX1)
4,925.1-SF7BW500 to SF12BW500 (RX1)
5.925.7 - SF7BW500 to SF12BW500 (RX1)
6.926.3 - SF7BW500 to SF12BW500 (RX1)
7.926.9 - SF7BWS500 to SF12BW500 (RX1)
8.927.5- SF7BW500 to SF12BW500 (RX1)
9.923.3-SF12BW500 (RX2)

21.2K

Gateways

1.7M

YouTube views

EXAMPLE COMMERCIAL COMPANY EMPOWERING UNLICENSED USE
HROUGH STANDARD FREQUENCIES, EQUIPMENT AND BACKEND SERVICES

THE THINGS
INDUSTRIES

Catalogue

The Things Indoor Gateway Elsys ERS CO2
Pro €150,00
From €130,00

Data Logger
€80,00 €170,00

19.3K

LoRaWAN Energy Meter plug

YouTube subscribers

THE THINGS
NETWORK

Vibration Sensor Temperature Humidity Sensor

€350,00 €40,00

Serial to LoRaWAN Interface
From €200,00

Environmental Sensor with E-
ink Display
€150,00

971 18.8I

GitHub stars GitHub cot
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EXAMPLE COMMERCIAL COMPANY EMPOWERING UNLICENSED USE
HROUGH STANDARD FREQUENCIES, EQUIPMENT AND BACKEND SERVICES

@Explorer Hotspot Map  Network Stats Qs 0
: : e I u m
g |

f' SN Personal Opinion: RUN AWAY!177?

. -

« Uses same channels as The Things Network (TTN) - See on prior slide. Glad this is contained, but for how long?
* Equipment widely available. Above shows estimated service coverage map in Eastern US, but Helium is global scale.

« Use cases are a bit interesting (Utility metering, crypto mining, and disaggregated bG extension services)
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IN THE LAST 60 MONTHS, WHO HAS CONVERSED USING ANALOG AUDIO
WITH MORE THAN ONE HUMAN USING THIS SPECTRUM?

SHOW OF HANDS | WRITTEN RESULTS

625 repeaters on the 33 cm band were found.

€ = On-Air € = Off-Air = Testing/Reduced () = Unknown
Clck on the frequency for additional detais. O United States & Canada have a total of “33cm band
Click on a header to sort. Note: Sorting does not carry through to exports! 625 repeaters |.|Sted on reDea’[erbOOk com today

Offset Location St/Pr Call

O 98.2% of these repeaters output 25 MHz higher than input.

905.9000 +25 MHz Reno, Slide Mountain NV WAGTLW CLOSED FM O
910.2500 -25 MHz New Brighton MN NOMNB OPEN ATV O D OUtpUt N927 & |npUt N902
918.0750 -25 MHz 141.3 Vernon NJ W2VER OPEN FM O
SELCTD T csQ S e T wLar  anE G o W Of the 1.8% repeaters remaining 36% supposedly are
910.2125 -25 MHz NAC Columbia TN KKAVHS OPEN  P-25 for amateur television (ATV). All at lower end of band.
919.2500 -485.25 MHz Panama City FL KV4ATV OPEN FM ATV 4]
9212000 -12 MHz Trenton FL_ NATSV.  OPEN  FM ¢ O Atotal of 5.9% support some form of digital voice mode
921.5000 -25 MHz 156.7 Collingwood ON VE3RMT  OPEN FM O
9232500 342 Mitz Laurel b Kuaq o oPEn ATV “ O Not all repeaters are proven to be 100% active.
923.2500 +354 MHz Rockville MD K3ATV OPEN ATV O
023.2500 -484 MHz Saint-Laurent, College Saint- Qc VEZRVQ  OPEN FM 0 “ ’ » "
Marcelline Q 22 "900 MHz Amateur” repeaters “supposedly” are found

across New York State. That is 3.5% of North America.

SPECTRUM GROUP ITU REGION 1 ITU REGION 2 ITU REGION 3
No No

902-915 MHz YES (Secondary)
915-928 MHz YES (Secondary) No YES (Secondary) NZ only
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https://www.repeaterbook.com/repeaters/NationSearchResult.php?type=b&country=both&band=9&op_status=%25

IN THE LAST 24 MONTHS, WHO HAS TRANSMITTED WITH AN AMATEUR

RADIO CALLSIGN USING THIS SPECTRUM USING ANY MODE?

NextNav Proposed Downlink Band for PNT

TTN Down (8 channels - SF7BW500 - SF12BW500 + 1 channel SF12BW500)
Progeny LMS, LLC (921.750-927.250)

Older Cordless Phones & Stuff

MeshTastic (104 Channels SF11BW250. Default #20 = 906.875)

All other random ISM based devices (narrow or CSS based like AMI/AMR, + Garmin OnDeck & Dog Tracking and many many other things

memiees . THIS IS THE MOST “HAM?”
IN 11 SLIDES SO FAR!

HAM OUTPUTS & SIMPLEX

l..- OI" SIS 927500
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IN LAST TWO YEARS ONLY - LICENSED USERS OF 915.000 MHZ- UNITED STATES

Published: September 25, 2024

It is not just ham’s complaining, others with real $$%.also
fighting a potential next licensee.

Most current and well researched here:

https://www.rfidjournal.com/news/fcc-reviewing-responses-as-nextnav-makes-final-appeal/221785/
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WHAT IS THIS HASVIOLET STUFF?
(THANKS TO JOE NE2Z, STEVE K2G0G AND JOE N1JTA)

HASviolet: Where did the name come from? ;

RADIO = Radio on/off (toaale)
---- PA = RF Powe (LOW. MED. HIGH)
--- MODE = LORA FSK AFSK, etc
msg on/off (toggle)

Ly

T EETEYETED 93
. -
|

Violet? =

- .mvCALL NOCALL-00 Chan es CALL macro to hold NOCALL-0@
. d \'CALL BLOB-50 Chanaes DEST macro to hold BLOB- 59
lblhblhchg s M1 button to hold blah blal

TO SEND A MESSAGE

M1, h n SEND

_ ns HEAD .,
- Typ V C ll D C ll|HESSAGE in TX window then click SEND

Licensed &
unlicensed
spectrum

CSS #911250
RGB 145,18,80 E

911.250 MHz Our “Original” About...

Popular repositories

* LoRa becomes a thing around 2014 and gains $$% interest in 2016.

 HVDN founded in 2017. Starts its "formal” LoRa project late 2018.
* Focused on sensor integration and some “smarter” stuff for RDF & SIGINT

* Spending more time now on ensuring vision match with MeshTastic
to reach scale and balance ham and non-ham users at same time.

Tough!.
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BEFORE THE LAST 24 MONTHS, WHO HAS TRANSMITTED WITH AN AMATEUR

RADIO CALLSIGN USING THIS SPECTRUM USING ANY MODE?
SHOW OF HANDS | WRITTEN RESULTS

The First Worked All States Certificat warded for the

33-Centimeter Band
11/00/2023 Proposed Band Plan for Amateur 33 em Band (902-928 MHz)
On November 4, 2023, Al Ward's, W5LUA, 38-year quest to contact all 50 states on [ Frequency Range
i ) . From To Mode Functional Use Comments
3 - WAy _ WAy Al St
the 33-centimeter band ended when he received the first-ever Worked All States . 302.0000 | 002.0875 | FMiother | Repeater inputs 902.0125-
(WAS) certificate for (902 - 928 MHz). Ward started collecting states on the band : ' including | 902.0750 paired with
. . _ DV 927.0125-927.0750 (12.5 kHz
shortly after it was opened in 1985, - channels)
: LSS 8021 CW/SSB | Weak signal calling Regional option
"l am extremely grateful to Peter Van Horne, KAGU, for his EME [Earth-moon-Earth] FESES ||| 9021125 | 903.0000 | FM/other | Repeater inputs 902.1250-
] ) ) ] - il ! including | 9029875 paired with
efforts. | was able to work Wisconsin for my last state [on] the 33-centimeter band ot DV 927.1250-927.9875 (12.5 kHz
a - £ o A channels)
on October 21. At the end of September, | was sitting at 32 states confirmed with : 2R 903.0000 | 903.0875 | CW/SSB | Weak signal
cards andfor the Logbook of The World (LoTW), when Van Horne went on a 25- ¢ 903.1 CW/SSB | Weak signal calling Regional option
. - R ) . : 903.1125 [903.2000 | CW/SSB | Weak signal
I | 1 WA
state expedition providing my last 18 states,” said Ward. In recent expeditions, ; 903 2000 1903 2000 | CW Beacors
Brian McCarthy, NX90, and Jason Baack, N1AV, also provided several states that - 903.4000 | 909.0000 | Mixed Mixed operations including
o maodes control links
were needed. : : 909.0000 | 915.0000 | Analog/ | Multimedia including ATV,
% digital DATV and SS
Ward's station consists of a 5-meter dish with 400 W of power obtained from two PN e B e R i L
digital DATV and SS
921.0000 | 927.0000 | Analog/ Multimedia including ATV,
digital DATV and SS
927.0000 |927.0875 | FM/other | Repeater outputs 927.0125-
including | 927.0750 paired with
DV 902.0125-902.0750 (12.5 kHz
channels)
89271 FM/other | Simplex calling
) ) 927.1125 | 928B.0000 | FM/other | Repeater outputs 927.1250-
902 to 915 MHz is very (very) under used by amateurs, excluding including | 927.9875 paired with
DV 902.1250-902.9875 (12.5 kHz
very (very) few users channels)

Material Current As 0f: 9/29/2024 I PRESENTER DETAILS: www-hvdn.org/presentations



HAVE YOU EVER COMMUNICATED WITH THIS SPECTRUM GREATER THAN 100

KILOMETERS (62 MILES)

Oh, we may not even talk about "ham” radio on this slide

- Mississauga Stvo
- Milton Mesh Man

282.0 m ast

4350 Alx-Orleans2

26950 m ast

£\
@ -

«D *-
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APRS ANYONE?

Automatic Packet Reporting System REBOOT thanks to LoRal 33cm? Not really.

B ——— I — p—

*Tracker with complete MENU !!! (see Wiki to know how to access it)

Read, Write and Delete Messages (with 12C Keyboard or Phone).
Asking Weather Report.

|
CAZRAU-/ X
Listening to other Trackers around.

[ J . ¢

2924-92-2 1 93 ¢ 18 s 23 . Changing Display Eco Mode (turn off after 4 seg) and Screen Brightness.
-33.8338 -71.5736 9+ .

® ® *Processor from 240Mhz to 80MHz to save almost 20% power consumption.

=011€ lkm7h 267
n-a 1 1 m m’ *All GPS beacons/packet are encoded for less time on RF/LoRa Tx.
LAST Rx = WLNK-1
*Oled Screen shows Altitude+Speed+Course or BME280 Wx Data or Number of New Messages Received.

2 3.99V

Bat * . *Oled Screen shows Recent Heard Trackers/Station/iGates Tx.

*Bluetooth capabilities to connect (Android + APRSDroid) or (iPhone + APRS.fi app) and use it as TNC.

*Led Notifications for Tx and Messages Received.

https://github.com/richonguzman/LoRa_APRS_Tracker «Sound Notifications with YL44 Buzzer Module.

*Wx data with BME280 Module showed on Screen and transmitted as Wx Telemetry.

70cm is not 33cm though!
*Winlink Mails through APRSLink.

Most LoRa APRS is 70cm 433.775 (NZG), 433.900 (GZN) *Possibility to change between 3 major Frequencies used by LoRa APRS Worldwide.
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CW ANYONE?

Combine an ESP32L0RA Device w/ Morse Code and MQTT?

CW Transceiver
*Using LoRa (Long Range WiFi) in the 432 MHz ISM Band!

*New transceiver mode WiFi Trx allows Morse communication across the Internet (directly over
WiFi, no PC needed)

*Great for learning how to conduct QSOs in CW
*|deal for group learning or learning with a teacher / mentor

*You can also use Morserino-32 for iCW (CW over Internet using the Mumble protocol) - you
need to connect to a PC for that

Easy to swap from 70cm to 33cm with a new ESP32 device

Upgrade Version

ESP32 Development Board with 0.96inch OLED Display
= 863-928MHz Anenna

https://www.morserino.info/

Note: ESP32 D Board comes soldering is required;
The new antenna has a gtronger signal compared to the glue stick antenna.
(New and old antennas are shipped randomly.)
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Meshtastic

What is it & what can it do?

Repurposed May 2024 presentation
www.kingstonopensource.org
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(2) What is LoRa: Compared to other air interfaces

_ Wi-Fi
Wide &

Bluetooth

Video/Voice +

Bandwidth :
eur |
':I — EIIite ll:
. wvermurr ¢ LOR 1 P ~
PGE"EHI /Sensors, Data, Actuators, I Niche :
5 urpose " Tags, Telemetry & more... \ /. Amateur EME
Narrow
Short L
. on
Distance/Range .
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(1) What is Meshtastic

Kevin Hester gets the credit, but many many are involved from the early days from many other projects
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(1) What is Meshtastic

Look at Etsy and 3D printer sites.

Many different styles for different uses!

&
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o LILYGO® T-Keyboard
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(2) What is LoRa: Underlying Terms (Examples)

Spread Factor (SF) | Bandwidth (BW) Coding Rate (CR) Reach/Distance Time On Air
12 125 4/5 Better Medium
12 250 4/5 Medium Less
10 125 4/5 Worst Less
10 250 4/5 Better Medium
9 250 4/5 Medium-High Medium-Low
9 500 4/5 Medium Medium
Symbol separation How wide signal Speed of symbols Benefit Transmission
Is In KHz sent length
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Meshtastic Software Modules

INFRASTRUCTURE
MODES ENHANCED MODES

CLIENT
MODES

CLIENT

(App connected or standalone)

REPEATER TAK
(Relay Only. Not visible as node) (Like CLIENT w/<TX. ATAK API)
CLIENT_MUTE ROUTER TAK_TRACKER
(No forwarding) (Relay Only. Visible as node) (Like TRACKER w/<TX. ATAK API)

CLIENT_HIDDEN

(No beacons)

TRACKER

(Shares Location)

https://meshtastic.org/docs/introduction/
LOST_AND_FOUND

(Location on default)

SENSOR

(Only shares sensor data)



Meshtastic Software Modules

CLIENT INFRASTRUCTURE
MODES MODES
CLIENT REPEATER
(App connected or standalone) (Relay Only. Not visible as node)

CLIENT_MUTE ROUTER
CLIENT_HIDDEN

HOW TO MIX UNLICENSED AND LICENSED AMATEURS
TOGETHER?

IF AMATEURS EXCEED ISM POWER LEVELS......




Meshtastic Software Modules

CLIENT INFRASTRUCTURE
MODES MODES
CLIENT REPEATER
(App connected or standalone) (Relay Only. Not visible as node)

CLIENT_MUTE ROUTER
CLIENT_HIDDEN

HOW TO MIX UNLICENSED AND LICENSED AMATEURS
TOGETHER?

...WE CAN NOT REBROADCAST UNLICENSED USERS




Meshtastic Software Modules

CLIENT INFRASTRUCTURE
MODES MODES
CLIENT REPEATER
(App connected or standalone) (Relay Only. Not visible as node)

CLIENT_MUTE ROUTER
CLIENT_HIDDEN

HOW TO MIX UNLICENSED AND LICENSED AMATEURS
TOGETHER?

DEDICATED FREQUENCIES NEEDED




Meshtastic Software Modules

Those highlighted may have impacts on ability to deliver messages to a wider group reliably via mesh

e Ambient Lighting  Adjust the brightness of NCP5623 12C RGB LEDs

e Audio Enable Support for Codec2 Voice Comms on certain devices.

e Canned Message Seta number of predefined messages to send out

e Detection Sensor Monitored a pin for high/low status and send text alerts.

e External Notification Incoming messages are able to alert you using LEDs, Buzzers, etc.

e MOTT Forward to an MQTT server, possibly to join meshes via the Internet.

e Neighbor Info Send info on 0-hop neighbors to the mesh.

e Paxcounter Count the number of BLE and Wifi devices passing by a node.

e Range Test Send messages at an interval to test the max distance

e Remote Hardware Set and read a GPIO status remotely over the mesh.

e Serial Module Send messages across the mesh by sending strings over a serial
port.

e Store & Forward Store messages on a device for delivery after clients rejoin the mesh.

e Telemetry Transmit sensor readings on a regular interval to the mesh.

e Traceroute Track which nodes are used to hop a message to a certain
destination.



Simple Use Case #1: Basic Off-Grid Messaging

34b0 g Messages: Meshtastic 2ff4

#® Meshtastic 34b0 5:35 M

What is this demo?

o —_— Device #1 - 34b0 - A HELTEC

5 o V3 connected via BT to a
- smartphone.

A Nodes
Channels

$ App running is the Android
= Meshtastic application.

* Mashtastic 214

Device #2 - 2ff4 - A laptop
connected with a USB-C wire to
another HELTEC V3,
communicating via serial.
Running the web client, which is
OS agnostic.



http://drive.google.com/file/d/1qoLBfpSRexZZW1YeC7j0SnIQe2Ey8ZDK/view

Simple Use Case #1: Basic Off-Grid Messaging

3 helpful questions for
reliable “Public” messaging.

Channel Settings
Crypto, MQTT & misc settings

Q1 - Why is it a good idea to
NOT use a pre-shared key on
Primary channel?

Q2 - Why is it a good idea to
NOT name your primary
channel?

Q3 - Why is it a good idea to
leave uplink/downlink to
MQTT DISABLED on

“Primary”?
s




Simple Use Case #1: Basic Off-Grid Messaging

3 helpful answers for
reliable “Public” messaging.

Al - Having a pre shared key
prevents others without a key
from participating in chat.

A2 - Having a primary channel
name may prevents others
from finding nodes.

A3 - No MQTT will offer true
chat range and not potential
non human devices to clog up
basic communications.




Simple Use Case #1: Basic Off-Grid Messaging

3 helpful questions for reliable
“Semi-Public” messaging.

Channel Settings
Crypto, MQ & misc settings

Q1 - Is it ok to use a pre shared
key on a secondary “semi-
public” channel?

Q2 - What should a secondary
channel be used for? How to
name one?

Q3 - How should MQTT be
used for a secondary channel?




Simple Use Case #1: Basic Off-Grid Messaging

3 helpful answers for reliable
“Semi-Public” messaging.

A1l - [tis ok to use a pre-shared
key to help limit who can access
a channel. It acts as security.

PRIMARY

A2 - Name a channel that is
clear and simple. A location or
topic is a good idea.

A3 - Since an area or topic may
be good to reach a wider
audience who is already on

Meshtastic, MQTT may help
with range/value.




Simple Use Case #2: GPS Enabled Location Share

Use Case: Meshtastic node with GPS
allows others to see where on map or
OLED screen for each node is located in
real time.

~

LP103454

3.7V 2000mAh 7.4Wh
uncture,

A\ Do not disassemble, crush, burn, p
damage or drop. FE

How: Heltec V3 (B) with Meshastic
installed powered by LiPo battery (C).
Radio Config: Enable GPIO pins for GPS (D)
under “config >> position”.
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Simple Use Case #3: Meshed Off-Grid Messaging

Use Case: Detect when “Zombies” enter
your area and node blinks an IR light (A)
plus send the location of the node so others
nearby via Meshtastic know where the
“zombies” are.

How: Heltec V3 (B) with Meshastic installed powered
by LiPo battery (C). Radio Config: Enable GPIO pins
for GPS (D) under “config >> position”. Module
Config: Enable under Detection Sensor (E) with
appropriate GPIO and setting parameters. IR light gets
triggered in evening can only be seen by those with IR
camera or those with Meshtastic node on the correct
channel. Sends automated friendly message to others.

21 (LP103454
# 3.7V 2000mAh 7.4Wh

A\ Do not disassemble, crush, burn, puncture,
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Simple Use Case #4: MQTT Enabled Things

What is MQTT? - Great for sending telemetry (from sensors as example)

MQTT Client MQTT Broker

Publish: 24° C
Publisher: Temperature Sensor

MQTT Client

Subscriber:
Mobile device

>

Subscribe to topic: temperature
=  Publish to topic: temperature
Publish: 24°C Publish: 24° C
>

Subscribe to topic: temperature

@ «n

MQTT Client

Subscriber:
Backend system

A separate discussion to explore primary and secondary channels is a good idea.
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Look, | drew the line to STOP for tonight
before we get too deep!

Q&A

Thanks!
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